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RULES OF PROCEDURE OF THE FINNISH SECURITY POLICE

1 JANUARY 2009

By virtue of Section 28 of the Decree on Police Administration (158/1996) and Section 5 of the Police Decree (1112/1995) the following rules of procedure shall be adopted for the Security Police.

Section 1
Duties, principle of operation, vision and values
The duty of the Security Police is to prevent such undertakings and crimes that may endanger governmental or social systems or internal or external security of the State and to investigate these crimes. The Security Police is also to maintain and develop general readiness to prevent activities endangering the security of the state.

As a police unit that specialises in the prevention of security threats of the State, the Finnish Security Police participates with other authorities in the protection of parliamentary democracy and the security interests of the society.
Cooperative and professional, responding to the challenges of its time, the Security Police identifies and prevents undertakings and crimes threatening the security of the State or society.

Common values of the police are justice, professionalism, service principle and well-being of personnel. Basic values of the Security Police also include legality, reliability and quality.

Section 2

Management system
The Director of the Security Police leads the activity with the assistance of Deputy Directors. The steering groups assist the directors.
Managerial functions are based on strategic planning, confirmed policy lines and their implementation, operational and economic planning, as well as evaluation of the achieved effects. The focus areas, performance targets, development projects and financing are based on the performance agreement between the Police Department of the Ministry of the Interior and the Security Police.
Section 3

Steering groups 

The steering group of the Service comprises the Director, Deputy Directors and other officials designated by the Director. The Communications Manager attends the steering group meetings. The Secretary of the steering group is designated by the Director.
The extended steering group consists of the Director, Deputy Directors, Heads of Performance Unit, Communications Manager, representative of the personnel as well as other officials designated by the Director. The Director designates the Secretary of the extended steering group.
The Director or his Deputies decide on other steering groups. The Heads of Performance Unit and Heads of Office decide on the arrangement of the necessary unit meetings.

Section 4

Performance units of the Security Police
The Security Police consists of the following performance units:

· Counterespionage Unit
· Counterterrorism Unit
· Security Unit
· Field Surveillance Unit

· Regional Unit

· International Relations Unit

· Situation Awareness Unit
· Internal Services Unit
The Director and his Deputies may also have temporary aides. When necessary, the Director may also set functions that do not belong to the performance units.
Section 5

Duties of the steering group 
The steering group is responsible for preparing and handling topical issues that are relevant to the Service’s activity.

Section 6

Duties of the extended steering group
The extended steering group prepares the following issues for decision-making:

· operating and personnel strategies for the entire Service

· operating and financial plans and the budget

· most important developments projects

· other issues that are relevant to the Service’s activity

Section 7

Duties of performance units
Duties of Counterespionage Unit
The duty of the Counterespionage Unit is to disclose and prevent undertakings threatening the external security of the State.
The Counterespionage Unit also carries out the pre-trial investigations of matters relating to its area of responsibility.
Duties of Counterterrorism Unit
The unit’s task is to disclose and prevent terrorist acts and terrorism-related activity.

It also carries out the pre-trial investigations belonging to its area of responsibility that are assigned to the Security Police.

Duties of Security Unit
The Security Unit is responsible for coordinating and implementing, for its part, the preventive security work of the Security Police. The unit has a Security Office and a Vetting Office.
The Security Office leads and coordinates the preventive security work of the Service. It is responsible for the dignitary protection belonging to the Security Police and the monitoring and prevention of threats to internal security of the State. The Director of the Security Police gives a separate order for the organisation of dignitary protection.

The Vetting Office prepares the issuance of security clearances (Act 177/2002) and handles the statements to be given to the Ministry for Foreign Affairs or the Immigration Service concerning permit matters. The office is also responsible for other DSA duties belonging to the Security Police as well as expert duties and contacts relating to its area of responsibility.
Duties of Field Surveillance Unit
The duties of the Field Surveillance Unit include the conduct and development of field operations belonging to the Service’s area of responsibility, and the planning and making of the necessary acquisitions.
This performance unit also takes care of system maintenance and the general technical acquisitions required by the Service’s activity, as specified in the performance agreements.

Duties of Regional Unit

The regional unit is in charge of the Security Police’s tasks outside the metropolitan area. Its duties are specified by performance agreements.
The Security Police has the following regional offices:

· Turku Office, with branches in Tampere and Vaasa

· Lappeenranta Office, with branches in Joensuu and Kuopio

· Oulu Office, with a branch in Rovaniemi

If necessary, the regional offices may have temporary decentralised branches by decision of the Director of the Security Police.
Duties of International Relations Unit
The unit assists the Director, the steering group and the performance units in handling international affairs and contacts. It provides the necessary international correspondence and translation services of the Security Police, performing also other necessary expert duties. The unit also attends to coordination and planning duties relating to international activity.

Duties of Situation Awareness Unit
The Situation Awareness Unit is responsible for the situation reporting relating to the sphere of activity of the Security Police, as well as the conduct and coordination of the research and analysis relating to the reporting. The unit consists of an OSINT Office and an Intelligence Analysis Office.
The OSINT Office is responsible for open source reporting and monitoring for the needs of the entire Service. It drafts public surveys and reports, runs the library and takes care of other necessary information services, expert duties and contacts. As agreed with the Prime Minister’s Office, the OSINT office is also in charge of a 24/7 Situation Centre service.
The Intelligence Analysis Office is in charge of analysis and research activity, serving the whole Security Police. It prepares the non-public situation reports and surveys ensuring the required direction and coordination. It also attends to the necessary expert duties and contacts.
Duties of Internal Services Unit
The Internal Services Unit provides the necessary internal services for the Security Police. The unit comprises an Administration Office, Data Administration Office and Archives Office.
The Administration Office is in charge of personnel, materials, property and financial management, provides the necessary office services and the expert and development services belonging to its area of responsibility. It prepares documents concerning administrational matters, takes care of the internal communication of administrational issues, training and overall development of personnel, as well as performance planning and internal security of the Service.
The Data Administration Office is responsible for producing, maintaining and developing the necessary IT services for the Security Police, following the development of IT field and procuring the necessary equipment. Its tasks also include the planning and organisation of IT training for the personnel together with the Development Manager and the responsibility for IT security together with the Head of Security.

The Archives Office is responsible for the archive duties of the Service, the required expert tasks, service for researchers and the monitoring of developments in its field. The office is also in charge of the quality control of the Service’s registers and the legality and data protection of registers and archives for its part.
Section 8

Duties of the Director
The Director of the Security Police ensures the productive, appropriate and effective performance of the Service’s duties, and
1) provides the general operational preconditions
2) agrees on performance targets and appropriations of the Service with the supreme Police Command
3) confirms the strategic plan and focus areas of activity
4) confirms the performance targets of performance units
5) confirms the internal distribution of appropriations
6) decides on the placement of offices after having consulted the Deputy Directors
7) is responsible for the positions and communication policy of the Service
8) is responsible for operationnally important development projects
9) is responsible for international contacts and gives an instruction on them
10)  is responsible for cooperation with interest groups
11)  appoints the Heads of Performance Unit and the Heads of Office
12)  decides on undercover activities
Section 9

Duties of Deputy Directors
The Operational Deputy Director’s Branch comprises counterespionage, counterterrorism, security, field surveillance and regional activity.
The Strategic Deputy Director’s Branch comprises international relations, situation awareness and internal services. He is also responsible for legal matters and directs the supervision of legality.

In performing their duties, the Deputy Directors
1) are responsible for the general operational preconditions and readiness of their respective Branches
2) prepare, together with the Heads of Performance Unit, the performance agreements and focus areas of each unit
3) sign the performance agreements concluded by the Director and the Heads of Performance Unit, and are responsible, with the Head of Performance Unit in question, for achieving the performance targets
4) are responsible for targeting resources and appropriations within their respective Branches
5) are responsible for development projects within their Branches
6) are responsible, together with the Heads of Performance Unit, for international cooperation, cooperation with interest groups and cooperation agreements
7) are responsible for communications belonging to their respective Branches, as defined by the Director, together with the Communications Manager
8) are responsible for other tasks separately assigned by the Director
The third Deputy Director acts as an adviser to the Director and his duties are defined in the performance agreement concluded with the Director on a yearly basis.

Section 10

Duties of the Heads of Performance Unit
The Heads of Performance Unit lead the activity of their units, ensuring for their part that duties are carried out in a productive, appropriate, effective and economical manner, and they
1) are responsible for the operational readiness of their units
2) prepare the performance agreements of their units with the Deputy Directors and sign them with the Director and the Deputy Directors
3) are responsible for holding the performance and development discussions in their units 

4) are responsible for the appropriations of their units, and the launching, monitoring and results of projects
5) supervise legality in their units
6) are responsible, with the Deputy Directors, for international contacts relating to the tasks of their performance units following the instructions given by the Director
7) are responsible for the necessary cooperation with interest groups
8) follow the developments in their areas of responsibility and make proposals for developing the activity
9) are responsible for other tasks separately assigned by the Director or the Deputy Directors.

The Heads of Performance Unit may also be assigned to perform the duties of Heads of Office.
Section 11  

Duties of Heads of Office
The Heads of Office lead the activity of their offices and are in charge of their operational readiness and of productive, appropriate, effective and economical conducting of tasks, as well as: 
1) conclude performance agreements with Heads of Performance Unit and are responsible for performance and development discussions in their offices 
2) are responsible for the appropriations of the offices and for carrying out the projects 
3) are in charge of the international contacts necessary for performing the duties in the way agreed on with Heads of Performance Unit and Deputy Directors      

4) are responsible for the required cooperation with interest groups 
5) monitor the development in their area of responsibility and make suggestions in order to further develop the activity 
6) are in charge of other, separately assigned tasks 

The Heads of Office may also be assigned to perform the duties of the Heads of Performance Unit. 
Section 12 

Power of decision

The Director of the Security Police has the power of decision on matters falling under the remit of the Service, unless the power has been transferred to another official by virtue of a provision contained in a law or decree, these rules of procedure, financial regulations or a supplement to them, rules of archive or another order given by the Director.  
Decisions are made upon presentation, unless the Director of the Security Police decides on some other procedure due to the nature or urgency of the matter. The appointments to office are presented to the Director by the Head of Administration Office or another official designated by the Director. 
Deputy Directors appoint the officials subordinated to them, excluding Commanding Officers and experts of the same level. The Heads of Performance Unit may appoint officials for fixed-term positions until the end of the calendar year, on the basis of orders issued by the Deputy Directors. The appointments are presented by the Head of the Administration Office or another official designated by him. 
The operational Deputy Director or an official designated by him makes decisions as to the issuance of security clearances and statements on permit matters, and designates the presenting official. 
The Director and Deputy Directors of the Security Police, as well as the Heads of Performance Unit, can delegate their power of decision to their subordinates by separate order. 

Section 13 

Power of decision of the Head of Administration Office

The Head of Administration Office or an official designated by him makes decisions on matters concerning:

1) bilingualism bonus and foreign language proficiency bonus 

2) personal files keeping

3) holiday compensations to be paid to the officials of Security Police

4) purchase and disposal of motor vehicles and issuance of driving certificates 
5) application of Working Hours Act and office working hours 

6) application of travelling compensation regulations

The Head of Administration Office is responsible for the procedures relating to the cooperation between employer and personnel, labour protection and activity of employees’ representatives. 
Section 14 

Matters that are significant for reasons of principle or matters of wide importance

The Director of the Security Police makes decisions on matters judged to be significant for reasons of principle or of wide importance, even though the power of decision on these matters would otherwise belong to another official of the Security Police. 
Section 15 

Superior’s right to retain the power of decision 

The superior may in individual cases retain the power of decision on matters otherwise belonging to the power of decision of another official. When a superior takes up a matter which is to be decided by an official subordinated to him, he shall always bring it to the knowledge of the official in question as well as of his own superior. 
Section 16 

Command Duty Officers 

The Commanding Officers of the Security Police assigned to stand-by act as Command Duty Officers referred to in section 6, subsection 2 of the Police Decree (1112/1995). There are separate, more detailed regulations as to the Command Duty Officer system. 

Section 17

Annual holidays and leaves of absence 

The Director of the Security Police approves the annual holidays and leaves of absence of the Deputy Directors. The Deputy Directors approve the annual holidays and leaves of absence of the Heads of the performance units belonging to their Branch. The Heads of Performance Unit and Heads of Office approve the annual holidays and leaves of absence of their subordinates. 
Discretionary leave of absence may be granted by Head of Performance Unit for maximum one month and by Deputy Director for maximum three months. 
The annual holidays shall be confirmed before 1 May. The portion of the annual holiday that will be taken in the period from January to April of the year following the holiday year shall be confirmed before 1 December. The person granting the leave has the responsibility for assuring the unit’s operational readiness. 

Section 18 

Deputy arrangements

Deputy Directors deputize for the Director of the Security Police, in an order determined by the Director. The Deputy Directors deputize for each other. The Director makes decisions as to other deputy arrangements and their order within the leadership.
Deputy Directors have the control over deputy arrangements of the Heads of the performance units belonging to their respective Branches. The Heads of Performance Unit have the control over deputy arrangements of the Heads of the offices subordinated to them. 
Section 19 

Communication

The decisions concerning the positions of the Security Police and the communication policy lines are made by the Director of the Security Police. Deputy Directors are in charge of the communication in their respective Branches, based on the policy lines defined by the Director. 

Internal and external communication is planned, coordinated and carried out by Communications Manager, according to the policy lines defined by the Director and the instructions given by the Deputy Directors in their Branches. The Communications Manager shall be informed of matters that are brought up or other matters requiring external 

communication at a sufficiently early stage, so that communication can be planned and carried out in an appropriate way. Also matters falling within the remit of the Security Police that attract public attention shall immediately be brought to the knowledge of the Director, Deputy Directors, Heads of the performance units in question and Communications Manager.
Internal affairs of the Finnish Security Police concerning the whole Service or several performance units shall be brought to the knowledge of the Director, Deputy Directors, the Heads of the performance units in question and Communications Manager in order to secure sufficient communication. 

Further instructions are issued in the communication strategy confirmed by the Director. 
Section 20 

Informing the superior and the substitute
The Director of the Security Police, Deputy Directors and Heads of Performance Unit in question shall be informed of significant upcoming or pending matters that generate public interest also when they are not meant to be subject to external communication.
Officials of the Security Police who have been appointed to a committee, working group or other similar organ shall bring it to the knowledge of their closest superiors. They shall also bring the policy issues discussed in the organ to the superiors’ knowledge and find out the Service’s opinion on these issues. The officials also have to inform their superiors and their deputies immediately of their possible disqualification. 

The officials have to inform their deputies of pending matters calling for action. 
Section 21 

Supervision of legality

The Director issues an instruction on supervision of legality and confirms the annual control plan. 
Section 22 

Security within the Service

The Director issues an instruction on the Service’s security and appoints a Head of Security who is in charge of planning, developing, implementing and supervising of issues relating to internal and external security. The Head of Security reports directly to the Director. 
The Director appoints separately a Head of Preparedness and his deputy, as well as a Head of Protection and a Deputy Head of Protection. 

Each official is for his part responsible for the internal security of the Security Police. 
Section 23  

Projects, matrix organisation and program management

The Director makes decisions on projects going beyond the division of responsibilities of the Deputy Directors after hearing the steering group. Correspondingly, the Deputy Directors make decisions on projects going beyond the boundaries between performance units in their Branch after hearing the Heads of Performance Unit. In order to assure the effectiveness of the activity, matrix organisation models as well as operating models based on program management are used in the Security Police when necessary. The decisions on their use are made by the Director of the Security Police. 
Section 24 

Making decisions on publicity of documents 

Access to the contents of a document, as provided in section 14 of the Act on the Openness of Government Activities (621/99), as well as the official permission to gain access to a secret document for purposes of scientific research, statistical compilations or the preparation of official plans or studies (provided for in section 28 of the same Act), shall be granted by the strategic Deputy Director or an official designated by him. 
Section 25 

Commitment to remain silent

A person engaged by the Security Police shall assure in writing that he shall neither during nor after his period of service disclose, without explicit permission or order, to any unauthorised person any information relating to the Security Police or its activity nor any information that has come to his knowledge in performing his duties, in case this information is to be kept secret either explicitly by virtue of law or a special order, or evidently due to the nature of the matter.  
Section 26 

Further orders and instructions

The organisation of activities in the Security Police is regulated in a more detailed way in internal orders and instructions issued by the Director. These orders and instructions are registered and communicated to staff. The Administration Office is responsible for updating the aforementioned orders and instructions. 
Deputy Directors and Heads of Performance Unit may give further orders and instructions relating to their respective Branches and units. 
The planning of the activity and economy, accounting and logistics of the Security Police are regulated in a more detailed way in the financial regulations of the Ministry of the Interior and in supplementary instructions given by the Security Police. The Director issues separate rules of procedure as to internal auditing and appoints the auditor. 
Section 27

Entry into force

These rules of procedure enter into force on 1 January 2009 and repeal the rules of procedure issued on 22 September 2005. 
Helsinki, 18 December 2008

Director of the Security Police

Ilkka Salmi

Deputy Director


Matti Simola
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